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Abstract—This research aims to secure text data by combining steganography and cryptography. The Pixel Value Differencing 

(PVD) method allows for higher data insertion capacity with minimal distortion, thereby increasing resistance to steganalysis. 

However, the PVD steganography method is vulnerable to variation in image areas and to the accuracy of Pixel Difference 

Histogram (PDH) analysis. In addition, this method is susceptible to statistical tools such as the chi-square and RS, which can be 

used to analyze the distribution of pixel value differences, allowing data to be detected. To address the limitations of the PVD 

method, we employed a cryptographic technique called XOR-VLSB, which combines XOR as the primary encryption method, 

Vigenère Cipher for key generation, and Least Significant Bit (LSB) for key embedding. The results showed that the fully 

encrypted data could be recovered and had good image quality, as indicated by the metric results, which included a low MSE 

value, a PSNR above 35 dB, and an SSIM value close to 1. In this study, the process of encrypting text data still uses a simple 

encryption algorithm, namely XOR. Future research may involve replacing cryptographic algorithms with AES, which offers 

stronger protection and better resistance to advanced security threats. 
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1 INTRODUCTION 

Data security is essential in the digital era to maintain 

integrity and continuity. Maintaining integrity and continuity 

involves several factors, such as access management, strict 

identity and the use of technologies, for example, firewalls 

and data encryption to prevent illegal access into the system. 

Securing data is very important for several factors, especially 

since data produced, where collected and exchanged are 

constantly increasing, as some of these factors can increase 

the number of data security breaches [1]. Techniques that are 

often used to solve problems in the data security process are 

steganography and cryptography methods [2]. 

Steganography technique is a method used to hide 

confidential data or messages in digital media, which makes 

confidential data or messages stored in digital media 

undetected by others [3][4][5]. The Pixel Value Differencing 

(PVD) is a steganography method used for hiding 

confidential data in digital media. This method takes 

advantage of the comparison of the difference between two-

pixel values from the pixel comparison process to know how 

much data can be hidden in the two pixels. The PVD process 

has the advantage of being able to store and maintain data with 

a large capacity in digital media [6][7][8]. The PVD 

steganography method has several drawbacks that can 

contribute to the detection of incorrect data. One example is 

the difference in image intensity that appears in a specific area 

of the image. It can be analyzed using techniques such as the 

Pixel Difference Histogram (PDH). This technique allows 

non-expert individuals to identify the presence of messages 

by comparing the distribution of pixel differences in the 

modified image with the original image. In addition, the PVD 

method is also applicable to many statistical analysis 

techniques, such as chi-square analysis and regression 

analysis, which can more thoroughly explain the distribution 

of sample size differences. Using this method, researchers can 

identify any anomalies in the image structure that indicate 

data analysis [9][10].  

Cryptography is a method of securing data by using codes, 

passwords, and encryption techniques that are useful for 

securely protecting information from unauthorized access 

[11]. A frequently used Cryptography method in data analysis 

is the Vigenère Cipher with XOR [12][13]. Vigenère Cipher 

is a type of encoding based on polyalphabetic substitution, 

where each character in the plaintext is adjusted to match the 

character in the key. According to this explanation, the 

pattern of letters in text is more complex, making it difficult 

to analyze using frequency analysis techniques. The strength 

of this method lies in its ability to improve data security, 

particularly in applications that require protection from any 

data based on pattern analysis [14][15]. The XOR 

cryptographic algorithm uses the bitwise XOR operation to 

encrypt the data by combining the plaintext and the key. This 

results in a ciphertext that can be easily decrypted with the 

same XOR operation; the symmetric nature of XOR means 

that the XOR operation with the same key on the ciphertext 

will return the original plaintext. The security of this 

algorithm depends on the key used. Although it is easy to use, 

its unpredictable nature provides sufficient data 

communication security [16][17]. The cryptographic process 

of XOR requires a unique key in the process of encoding data, 

text, encryption, and decryption [18][19]. 

Data that is often used in the process of cryptography and 

steganography is text data, because text data in the process of 

encoding with cryptography makes the data unreadable 

because it converts text data into ciphertext to maintain the 

confidentiality of the data and text data also supports the 

insertion process in the steganography process because text 

data can be inserted into the image so that text data cannot be 

detected, With these advantages, text data becomes an ideal 

object for steganography and cryptographic processes [20]. 

In addition to text data that is often used in the 

steganography process, grayscale images are also often used 

as cover images in the steganography process because they 

can effectively conceal text data [21]. Grayscale images have 

only one channel, in contrast to color images that consist of 

three channels (blue, green, and red). This structure, in 

general, facilitates the steganography process and makes data 

analysis more efficient. Additionally, its complexity makes it 

easier to manipulate and analyze graphical data, making it 

more ideal for information gathering purposes [22]. 

To improve data security and overcome the weaknesses 

of the Pixel Value Differencing (PVD) steganography 

method, a cryptographic algorithm-based technique is used. 

The data is first protected using a cryptographic approach by 

applying encryption procedures before embedding, which 

guarantees increased confidentiality and defense against 

unwanted access. This ensures that, without the proper 

decryption key, the hidden data content will remain 

inaccessible if it is discovered. The method used in this study 

to overcome the weakness in PVD steganography is to use the 

XOR-VLSB method by relying on unique keys derived from 

the Least Significant Bit (LSB). The LSB refers to bits in 

bytes that have the lowest value and are usually located in the 

last bit in binary representations. 

With the solution provided, this research has the main 

goal, which is to combine steganography and cryptography 

methods using the PVD scheme combined with XOR and 

Vigenère Cipher cryptographic algorithms (in loop mode). 

The unique key used in this process is generated from the 

LSB. The integration of these two methods is designed to 

improve the security of data in images through a combination 

of steganography and cryptography advantages. 

 

2 METHOD 

This section discusses three aspects, namely the 

explanation of the research object used, the research method 

containing PVD steganography and the XOR-VLSB 

encryption algorithm and the test method used in this study. 

 

2.1 Research Object 

In this study, two objects were used, namely grayscale 

images and text data. 
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2.1.1 Grayscale Images: Grayscale images help 

steganography because they maintain the integrity of 

the semantic content without considering color 

distortion. This indicates that hidden messages can 

be hidden by using the entire cover image. Grayscale 

images also produce excellent steganography 

images that are difficult to distinguish from cover 

images, which increases the security of sensitive 

data as it prevents damage to luminance channels. 

Grayscale images are a great choice of objects in the 

steganography process because they offer a new 

weight allocation mechanism to achieve a 

concealment balance [23]. In this study, four 

grayscale images in BMP, JPG, PNG, and TIFF 

formats were used as steganography objects. These 

images are selected to evaluate the effectiveness of 

the methods used in various image formats. An 

example of the use of grayscale images in the 

steganography process can be seen in Figure 1. In 

Figure 1, a dataset of images with various formats is 

displayed, namely BMP, JPG, PNG and TIFF with 

grayscale images. The image shown also has 

different sizes among the images in Fig. 1, as shown 

in Table 1. 

2.1.2 Text Data: Text data is the object choice for the data 

to be encrypted and inserted into the object image. 

The data text used is 8 data texts with the size as 

shown in Table 2. 

 

2.2 Research Stages 

At this stage, this research employs an experimental 

method that implements the PVD schematic process in hiding 

data that has been encrypted by the XOR-VLSB 

cryptographic algorithm process. The flow is as shown in 

Figure 2. 

 

 
Figure 1. Grayscale Images 

 
Table 1. Image Size 

No Text Data Size 

1 Couple.bmp 258 KB 

2 Couple.jpg 73 KB 

3 Couple.png 208 KB 
4 Couple.tiff 257 KB 

 
Table 2. Text Data Size 

No Text Data Size 

1 Plaintext 1 10 KB 
2 Plaintext 2 20 KB 

3 Plaintext 3 30 KB 

4 Plaintext 4 40 KB 

5 Plaintext 5 50 KB 

6 Plaintext 6 60 KB 

7 Plaintext 7 70 KB 
8 Plaintext 8 80 KB 

 

 
Figure 1. Research Stages 

 

2.2.1 XOR-VLSB: The XOR algorithm is a cryptographic 

technique that uses XOR (exclusive OR) logic 

operations on every bit of data to be encrypted. This 

algorithm encrypts the plaintext by using an XOR 

key to generate ciphertext, which cannot be read 

without the available key. For decryption, the same 

method is used. The ciphertext is re-encoded using 

the XOR key to retrieve the plaintext. This is due to 

the nature of XOR's operation, which means that if 

you apply XOR to the result of encryption with the 

same key, you will get the original data back. XOR's 

algorithm is well-known for its simplicity and ease 

of implementation [16]. 

 
Table 3. XOR Equation [16] 

A B A⨁B 

0 0 0 

0 1 1 

1 0 1 

1 1 1 
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The algorithms used in the encryption and 

decryption process in this study include several 

cryptographic algorithms, such as XOR as the main 

process in data encryption, Vigenère as the key loop 

process to perform encryption and LSB as the key 

taken from the Least Significant Bit (LSB) on an 

image. Binaries in LSB are used to strengthen keys 

so that encrypted data cannot be cracked because the 

keys used have a random and long structure. 

2.2.2 Pixel Value Differencing (PVD): The PVD method 

takes advantage of the difference in intensity values 

between adjacent pixels in an image to insert a secret 

message. The basic principle of PVD is that the 

greater the difference in intensity values between 

two adjacent pixels, the more information can be 

inserted into the image without causing significant 

distortion. As such, this method allows for a larger 

amount of data to be inserted in areas of the image 

that have high contrast, while in areas with small 

pixel differences, fewer bits are inserted to maintain 

the visual quality of the image. The main advantage 

of PVD lies in its ability to balance data insertion 

capacity with minimal visual distortion, making this 

technique one of the most effective approaches in 

image steganography [10] [24]. The PVD process in 

steganography is based on the difference in pixel 

values in a block to determine the data analysis 

capacity. The formula used in this method can be 

expressed as shown in (1) as follows:  

 

𝑑𝑖 = |𝑝𝑖 − 𝑝(𝑖+1)|                                                          (1) 

 

𝑑𝑖 : Difference Between Pixels 

𝑝𝑖  : First Pixel 

𝑝(𝑖+1) : The Second Pixel of the Pair 

 

2.3 Pixel Intensity Testing Methods 

The test method used in this study is to calculate the 

pixel intensity in the image with the results of calculations 

from MSE, PSNR, SSIM. 

2.3.1 Mean Squared Error (MSE): Mean Squared Error 

(MSE) is a metric that measures the level of 

distortion in an image by comparing the average 

pixel value of the original image and the processed 

image [25]. Lower MSE values indicate good 

quality [26]. MSE is expressed in the form of the 

following formula in (2). 

 

MSE=
1

m × n
∑ ∑ [I(i,j)-K(i,j)]2n

j=1

m
i=1                               (2) 

 

m  : Number of rows (image height). 

n  : Number of columns (image width). 

M × n  : The total number of pixels in the image. 

I(i,j) : The pixel intensity value of the original 

image. 

K(i,j) : Values the pixel intensity of the 

steganography image. 

[I(i,j)-K(i,j)]2 : The square of the difference between two 

pixels. 
1

m × n
 : The average of all the squares of the 

difference 

 

2.3.2 Peak Signal to Noise Ratio (PSNR):To assess image 

quality, the PSNR, which is calculated in decibel 

units (dB), is used to compare the original image 

with the steganography image. A high value of 

PSNR indicates that the image has very little 

distortion, which means that the steganography 

image is preserved during the insertion process[27]. 

PSNR results above 40 dB are considered good in 

terms of image quality[28]. The Peak Signal-to-

Noise Ratio (PSNR) is expressed in the form of the 

following formula in (3). 

 

𝑃𝑁𝑆𝑅 =  10 × log10 (
𝑀𝐴𝑋

𝑀𝑆𝐸

2
)                                      (3) 

 

𝑀𝐴𝑋 : Maximum value of pixel intensity 

𝑀𝑆𝐸 : Mean Squared Error 

log10 : Logarithm line 10 

 

2.3.3 Structural Similarity Index Method (SSIM): The 

Structural Similarity Index Measure, or SSIM, is a 

method used to determine the degree of similarity 

between two images that correspond to human 

visual perception. Since SSIM evaluates the 

similarity of images based on their structural 

characteristics, the quality of the images is assessed 

using the aspects mentioned above. The three main 

components of SSIM are structure, illumination, and 

contrast [29]. The SSIM scale runs from 0 to 1, with 

1 increasing in value and indicating that the images 

are structurally very similar [30]. 

 

SSIM =
(2𝜇𝐼𝜇𝐾 + C1)(2𝜎𝐼𝐾 + C2)

(𝜇𝐼
2 + 𝜇𝐾

2 + C1)(𝜎𝐼
2 + 𝜎𝐾

2 + C2)
             (3) 

 

μ𝐼 : The average value of the pixel intensity of the 

original image. 

μ𝐾 : The average value of the pixel intensity of the stego 

image. 

𝜎𝐼
2 : Variation in the original image. 

𝜎𝐾
2 : Variation in the stego image. 

𝜎𝐼𝐾 : the correlation between the original image and the 

stego image. 

𝐶1 : small constant for stability 

𝐶2 : small constant for stability 
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3 RESULT AND DISCUSSION 

The results of the test during the research process using 

the PVD scheme combined with the XOR-VLSB 

cryptographic algorithm are as follows. 

 

3.1 Results of Plaintext Encryption 

In the process of encryption and decryption using the 

XOR-VLSB cryptographic method, the XOR algorithm plays 

an important role as the main mechanism in data security. 

Meanwhile, Vigenère functions as a loop on the key used to 

carry out the encryption process, which is to convert the 

original data (plaintext) into encrypted data (ciphertext) that 

cannot be read without the corresponding key. Instead, the 

same algorithm is used for the decryption process, i.e. it 

returns the encrypted data to its original data using the same 

key. 

The key used in this process is taken from the LSB (Least 

Significant Bit) bits of the image that is the object of the 

steganography. The LSB bits of this image serve as a unique 

key source, thus adding a layer of security to the encryption 

process. By utilizing keys derived from the characteristics of 

the cover image, the encryption and decryption process 

becomes more difficult to guess or hack without having 

access to the image used as the key storage medium. The 

combination of the XOR method with the VLSB approach 

provides double protection of the data, so that the data 

inserted into the image becomes safer from exploitation 

attempts. The results of the encryption and decryption process 

are as shown in Table 4. 

Based on the data presented in Table 2, it can be 

concluded that the XOR-VLSB cryptographic algorithm 

process can generate ciphertext that is completely unreadable 

or recognized by parties who do not have access to the 

appropriate encryption keys. The encryption process using 

the XOR-VLSB algorithm works by converting plaintext data 

into ciphertext form through XOR operations, where the 

encryption key is retrieved from the LSB bits, and Vigenère 

serves as a loop so that the key length matches the plaintext. 

The result of this process is encrypted data that is completely 

different from the original plaintext, making it difficult to 

understand or decipher without proper information. 

In addition, at the time of the decryption process, the 

XOR-VLSB algorithm demonstrates its ability to return the 

ciphertext to its initial plaintext form with a very high degree 

of accuracy, provided that the correct encryption key is used. 

This proves that this algorithm is not only effective in 

protecting data confidentiality during the encryption process, 

but also reliable in ensuring the integrity and integrity of data 

during the decryption process. Therefore, the combination of 

encryption and decryption generated by the XOR-VLSB 

cryptographic algorithm provides strong protection of the 

data and guarantees that the data can be returned to its original 

form without loss of information. 

 

 

Table 4. Encryption and Decryption Results 
Plaintext Cipher text Decryption 

abcdefghijklnmopqrst
uvwxyz_ABCDEFGH

IJKLNMOPQRSTUV

WXYZ 

QSRTTVVXXZZ\_]^
@@BBDDFFHHJnqs

suuwwyy{{}~|•aacce

eggiik 

abcdefghijklnmopqrst
uvwxyz_ABCDEFGH

IJKLNMOPQRSTUV

WXYZ 

 

Based on the data in Table 5, the results of the 

implementation of the PVD method that inserts encrypted 

data of different sizes show that there are some size changes 

between the original image and the steganography image. The 

implementation of the PVD method caused the image size to 

decrease, increase and remain. 

Images with TIFF and BMP formats tend to be stable, 

even though the amount of data inserted is of different sizes. 

Images in TIFF and BMP formats have high image quality 

and are resistant to compression[31]. Images with the PNG 

format have an increase in size during the implementation 

process of the PVD method due to the nature of PNG images 

having lossless compression with which the image becoming 

larger [32]. While the JPG format has decreased because the 

implementation process of PVD and LSB schemes can 

change the characteristics of the JPG format, JPG uses lossy 

compression, which results in a decrease in image size during 

the implementation process of the PVD method [26]. 

 

3.2 Results of Pixel Intensity Testing Methods 

This section presents the results of the evaluation of pixel 

intensity changes in several image formats, namely BMP, 

JPG, PNG, and TIFF.  Using MSE, PSNR, and SSIM metrics, 

the study was conducted to analyze the effect of 

steganography reducers on image quality. 

 

3.3 Mean Squared Error (MSE):  

In the calculation of the Mean Squared Error (MSE) 

image quality metric, this method is used to measure the 

average difference in pixel values between the original image 

and the image that has undergone the data insertion process. 

The MSE calculation process begins by calculating the 

difference in pixel values at each position between the 

original image and the inserted image. This difference is then 

squared to ensure that all negative values are converted into 

positives, making them easier to analyze. After that, the sum 

of all the squared values of this difference is divided by the 

total number of pixels in the image to get the average value. 

The final result of the MSE calculation shows the extent to 

which the inserted image differs from the original image. The 

smaller the MSE value, the smaller the level of distortion that 

occurs, thus indicating that the data insertion process is well 

done without significantly disturbing the visual quality of the 

image.  

The results of this calculation display the MSE values for 

various data that have been inserted into the image. This table 

provides a clear picture of how much difference the image 

embedding process makes to each dataset. Analysis of these 

results can be used to evaluate the efficiency of the 

steganography algorithm used, while ensuring that the image 

https://creativecommons.org/licenses/by-nc-nd/4.0/
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quality is maintained even after the data is inserted into it. The 

MSE calculation results are presented in Table 6. 

The results of the MSE calculation show that the image 

format used has a significant impact on the level of distortion 

after the data embedding process. The JPG format has a much 

higher MSE value than the BMP, PNG, and TIFF formats, 

which indicates that the embedding method causes larger 

pixel changes in the JPG format. The lossy compression 

nature of the JPG format may cause the image quality to 

become worse after the embedding process.  

In addition, the MSE value increases as the plaintext size 

increases across all image formats. The MSE values increased 

on BMP, PNG, and TIFF linearly and somewhat slowly, 

suggesting that the embedding method did not significantly 

alter the image quality. In contrast, in JPG, although there was 

a slight increase from 12.60 to 12.70, the distortion remained 

high from the start, suggesting that lossy compression had a 

greater influence on the rebuttal. 

The results showed that BMP, PNG, and TIFF formats 

were more suitable for steganography as they exhibited 

minimal distortion, allowing the inserted images to maintain 

high visual quality. In contrast, the JPG format is not 

recommended because high MSE values indicate a greater 

loss of quality, which can increase the likelihood of being 

detected by steganography analysis methods. 

 

3.4 Results of Peak Signal-to-Noise Ratio (PSNR) 

The calculation of the Peak Signal-to-Noise Ratio (PSNR) 

metric shows a good quality image with low distortion values 

and high decibel values, by performing the calculation 

process. The results are shown in Table 7. 

 
Table 5. Image Size 

Size 
Images 

Size BMP JPG PNG TIFF 

Original size 258 KB 63 KB 208 KB 257 KB 

1 10 KB 769 KB 42 KB 265 KB 769 KB 
2 20 KB 769 KB 42 KB 283 KB 769 KB 
3 30 KB 769 KB 42 KB 302 KB 769 KB 
4 40 KB 769 KB 42 KB 321 KB 769 KB 
5 50 KB 769 KB 42 KB 343 KB 769 KB 
6 60 KB 769 KB 42 KB 363 KB 769 KB 
7 70 KB 769 KB 42 KB 382 KB 769 KB 
8 80 KB 769 KB 42 KB 401 KB 769 KB 

 
Table 6. MSE Calculation Results 

Plaintext Size BMP JPG PNG TIFF 

1 10 KB 0.06 12.60 0.06 0.06 
2 20 KB 0.11 12.62 0.11 0.11 
3 30 KB 0.17 12.63 0.17 0.17 
4 40 KB 0.23 12.65 0.23 0.23 
5 50 KB 0.28 12.66 0.28 0.28 
6 60 KB 0.34 12.68 0.34 0.34 
7 70 KB 0.40 12.69 0.40 0.40 
8 80 KB 0.45 12.70 0.45 0.45 

 
Table 7. PSNR Calculation Results 

Plaintext Size BMP JPG PNG TIFF 

1 10 KB 60.64 dB 37.12 dB 60.63 dB 60.63 dB 
2 20 KB 57.58 dB 37.11 dB 57.58 dB 57.58 dB 
3 30 KB 55.82 dB 37.10 dB 55.82 dB 55.82 dB 
4 40 KB 54.55 dB 37.09 dB 54.57 dB 54.57 dB 
5 50 KB 53.59 dB 37.07 dB 53.59 dB 53.59 dB 

6 60 KB 52.80 dB 37.06 dB 52.80 dB 52.80 dB 
7 70 KB 52.13 dB 37.05 dB 52.14 dB 52.14 dB 
8 80 KB 51.56 dB 37.04 dB 51.56 dB 51.56 dB 

 

According to the PSNR, the image format used affects the 

image quality after the data is entered. The BMP, PNG, and 

TIFF formats have a high PSNR value, which indicates that 

the image quality remains good after the data is entered. In 

contrast, the JPG format has a much lower PSNR value, 

around 37 dB, which indicates a higher level of distortion than 

the previous JPG format. 

However, the PSNR value of JPG usually remains at 

around 37 dB, indicating that the image quality of the 

embedding results in this format has deteriorated since the 

beginning due to lossy compression. In other words, it is not 

only the embedding process that degrades the quality of the 

image, but also the innate nature of the JPG format, which 

results in greater information loss. 

Based on the results, it can be concluded that the BMP, 

PNG, and TIFF formats are better for steganography because 

of their high PSNR values, which indicate that the embedded 

images still have good quality and are not as different from 

the original images. Conversely, the JPG format is not very 

suitable for steganography because the low PSNR value 

indicates a higher distortion threshold, which can increase the 

detection ability through steganographic analysis. 

 

3.5 Structural Similarity Index Method (SSIM) 

In the process of calculating the value of image quality 

metrics from the SSIM with an emphasis on luminance, 

contrast, and structure. The very good metric value can be 

seen in Table 8. 

Based on the results of the SSIM analysis, it can be shown 

that the BMP, PNG, and TIFF formats have very high SSIM 

values, ranging from 0.9998 to 0.9989. This indicates that the 

image structure is quite good after the data embedding 

process. On the other hand, the JPG format has a somewhat 

higher SSIM value, which is stable at around 0.9573. This 

indicates that there is a more noticeable change in the 

structure of the image compared to other formats. 

Along with the reduction in plain text size, SSIM values 

in BMP, PNG, and TIFF still have a very high range (above 

0.9976) despite slight fluctuations. This suggests that even 

though there is more data being analyzed, the embedding 

results still have a structure very similar to the original data, 

making it difficult to detect visually. 

 
Table 8. SSIM Calculation Results 

Plaintext Size BMP JPG PNG TIFF 

1 10 KB 0.9998 0.9573 0.9998 0.9998 
2 20 KB 0.9996 0.9573 0.9996 0.9996 
3 30 KB 0.9995 0.9572 0.9995 0.9995 
4 40 KB 0.9994 0.9572 0.9994 0.9994 
5 50 KB 0.9993 0.9572 0.9993 0.9993 
6 60 KB 0.9992 0.9572 0.9991 0.9991 
7 70 KB 0.9991 0.9571 0.9990 0.9990 
8 80 KB 0.9989 0.9571 0.9987 0.9987 
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In contrast, the SSIM value for JPG is stable at around 

0.9570, which is significantly lower than other formats.  This 

indicates that the structure of the JPG image has undergone 

significant distortion, which can be attributed to the 

combination of the embedding process and the lossy 

compression of the JPG file itself. 

Based on the results, it can be concluded that the BMP, 

PNG, and TIFF formats are better for steganography due to 

their high SSIM values, indicating that the embedding results 

rarely change structurally when compared to the original 

images. In contrast, the JPG format is not suitable because a 

more accurate SSIM indicates that the structure of the image 

changes significantly, making it more susceptible to detection 

by steganalysis techniques. 

 

3.6 Pixel intensity changes 

The change in value from the maximum intensity in the 
pixel occurs due to the process of inserting data using the 
steganography method. In this process, the pixel values in the 
image undergo minimal changes that do not significantly 
affect the visual appearance of the original image. This change 
results from the insertion of text data using the PVD method, 
the steganography method employed in this study, which aims 
to maintain the visual quality of the steganography images 
without causing significant alterations. 

In the PVD method, the difference in the value of the 

maximum pixel intensity between the original image and the 

steganography image is the main indicator of the 

effectiveness of this method. The resulting histogram shows 

the distribution of the maximum intensity of the pixels for 

each value in the range of 0–255, where the vertical axis 

represents the number of pixels at each intensity level, and the 

horizontal axis represents the pixel intensity level. 

As a result, despite a significant increase in data insertion 

in text data size ranging from 10 to 80 KB, the pixel 

distribution between the original image and the 

steganography image still showed a very high degree of 

similarity, both visually and statistically. This proves that the 

steganography method with a PVD scheme can insert text 

data efficiently and safely without being conspicuous, while 

maintaining the visual quality of the image to remain as it is 

original. 

The following are histogram results showing the 

distribution of maximum image intensity of the original 

image and steganography in various formats and sizes. This 

histogram is used to analyze the differences in data 

distribution before and after the data analysis process. The 

histograms for each image format, BMP, JPG, PNG, and 

TIFF, are displayed in a separate, understandable way to 

highlight differences in the distribution of image intensity 

depending on the type of format used. 

 

3.7 Histogram of Pixel Intensity Changes in BMP 

Format 

In this section, the analysis focuses on the changes in pixel 

intensity distribution in steganographic images embedded 

with text data using the PVD method. The image format used 

is BMP (Bitmap), which is known for preserving image 

quality without compression, allowing clear observation of 

pixel value changes. The experiments document histogram 

changes in images embedded with text data ranging from 10 

to 80 KB. These changes are analyzed by comparing the 

histograms of the original and steganographic images, 

highlighting the extent to which data embedding affects the 

pixel intensity distribution. The results provide insights into 

the effectiveness of the PVD method in embedding large 

amounts of data while maintaining minimal visual 

disturbance in BMP images. 

The histograms in Figures 3 to 10 show the change in the 

image intensity distribution in BMP steganography images 

after text data ranging in size from 10 to 80 KB were analyzed 

using the PVD method. All these analyses were performed in 

images with BMP extensions, indicating that the format was 

used consistently during the experiment. Due to the 

uncompressible nature of the BMP format, changes in the 

data pixels because of the data analysis process can be clearly 

and accurately seen through a histogram.  

Fig. 3 shows that although the data is about 10 KB in size, 

the histogram curve of the steganography image is almost 

identical to the original image, indicating a very high visual 

quality. Figures 4 and 5 show the results of the data analysis 

of 20 and 30 KB, respectively. It is evident that there are some 

fluctuations at some points of intensity, but the entire 

distribution of the histogram is stable and does not appear to 

be distorted. 

 Fig.  6 shows that when 40 KB of data is inserted into the 

image, a clearer distribution of pixel intensity is seen on the 

histogram. Nevertheless, the overall distribution pattern 

remained undisturbed. When the amount of data inserted 

increases from 50 to 80 KB, as shown in Figures 7 through 

10, the histogram begins to show signs of shifting and 

spreading of intensity values. Fig. 7 shows changes in shifts 

and widening of distributions, while Fig. 8 indicates a 

decrease in dominance at a given intensity, reflecting an 

adjustment to larger data loads.  

 

 
Figure 3. Pixel intensity histogram BMP on plaintext 1 
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Although the data size continues to increase in Figs. 9 and 

10, the steganography histograms are similar to the original 

histograms of the image. The PVD method remains effective 

in gradually inserting large data into the BMP image, while 

maintaining visual quality, as demonstrated by the similarity 

of the histogram patterns before and after insertion. 

 

 
Figure 4. Pixel intensity histogram BMP on plaintext 2 

 

 
Figure 5. Pixel intensity histogram BMP on plaintext 3 

 

 
Figure 6. Pixel intensity histogram BMP on plaintext 4 

 
Figure 7. Pixel intensity histogram BMP on plaintext 5 

 

 
Figure 8. Pixel intensity histogram BMP on plaintext 6 

 

 
Figure 9. Pixel intensity histogram BMP on plaintext 7 
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Figure 10. Pixel intensity histogram BMP on plaintext 8 

 

3.8 Histogram of Pixel Intensity Changes in JPG Format 

In this section, the analysis focuses on changes in the pixel 

intensity distribution in steganography images inserted with 

text data. This was done using the PVD method. The image 

format used was JPG (JPEG), commonly used for image 

compression and known for its balance between file quality 

and size, allowing for the storage of steganography images. 

This experiment observed changes in histograms in images 

with text data from 10 to 80 KB. These changes are analyzed 

by comparing the histogram of the original image with the 

steganography image, which shows how much the data 

insertion affects the pixel intensity distribution. These results 

provide an idea of how effective the PVD method is at 

inserting a lot of data while maintaining minimal visual 

interference in JPG images. 

The histograms in Figures 11 to 18 show the similarity in 

pixel intensity distribution between the original image and the 

JPG format steganography image after inserting text data 

between 10 and 80 KB using the PVD method. Although the 

histograms appear similar, the JPG format exhibits a decline 

in quality as a result of the PVD method’s implementation. 

This is due to the lossy compression properties of the JPG 

format, which can alter the data characteristics of the image 

and decrease the size and visual quality during the data 

insertion process. 

 

3.9 Histogram of Pixel Intensity Changes in PNG Format 

The pixel intensity distribution in steganography images 

using the PNG format changes after the insertion of text data 

of various sizes using the Pixel Value Differencing (PVD) 

method. The PNG format was chosen because it is not 

corrupted, allowing accurate observation of pixel changes 

through histograms. To find out the extent to which the 

steganography process affects the visual quality of the image, 

an analysis was performed on the image with the insertion of 

data between 10 and 80 KB. 

 

 

 
Figure 11. Pixel intensity histogram JPG on plaintext 1 

 

 
Figure 12. Pixel intensity histogram JPG on plaintext 2 

 

 
Figure 13. Pixel intensity histogram JPG on plaintext 3 
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Figure 14. Pixel intensity histogram JPG on plaintext 4 

 

 
Figure 15. Pixel intensity histogram JPG on plaintext 5 

 

 
Figure 16. Pixel intensity histogram JPG on plaintext 6 

 

 

 
Figure 17. Pixel intensity histogram JPG on plaintext 7 

 

 
Figure 18. Pixel intensity histogram JPG on plaintext 8 

 

The histogram results in Figures 19 to 26 show a change 

in the pixel intensity distribution in PNG format 

steganography images after inserting text data with sizes 

varying from 10 to 80 KB, using the PVD method. All 

experiments were consistently conducted using PNG images, 

as the lossless nature of this format allows accurate 

visualization of pixel changes through histograms. 

In Fig. 19, when data measuring a 10 KB inserted image, 

the histogram shape of the steganography image is almost 

identical to the original image, indicating that the visual 

quality is maintained. In Figures 20 and 21, the data insertion 

results of 20 and 30 KB differ slightly, but the histogram 

distribution remains stable and does not experience 

significant disruption.  

In Figures 22 and 23, with image sizes of 40 and 50 KB, 

the histogram results show changes in the pixel intensity 

points of the steganography image. However, the histogram 

distribution remains stable and does not experience any 

disturbances in the results of the insertion process using the 

PVD method. 

 

https://creativecommons.org/licenses/by-nc-nd/4.0/
https://creativecommons.org/licenses/by-nc-nd/4.0/


IJID (International Journal on Informatics for Development), e-ISSN: 2549-7448 

Vol. 14, No. 1, June 2025, Pp. 559-574  

 
This article is distributed under the terms of the Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 International License. 

See for details: https://creativecommons.org/licenses/by-nc-nd/4.0/ 

569 

 
Figure 19. Pixel intensity histogram PNG on plaintext 1 

 

 
Figure 20. Pixel intensity histogram PNG on plaintext 2 

 

 
Figure 21. Pixel intensity histogram PNG on plaintext 3 

 

 
Figure 22. Pixel intensity histogram PNG on plaintext 4 

 

 
Figure 23. Pixel intensity histogram PNG on plaintext 5 

 

 
Figure 24. Pixel intensity histogram PNG on plaintext 6 
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Figure 25. Pixel intensity histogram PNG on plaintext 7 

 

 
Figure 26. Pixel intensity histogram PNG on plaintext 8 

 

When inserting images with larger sizes, such as 60, 70 

and 80 KB as shown in Figures 24 to 26, the pixel distribution 

histogram remains stable, with no interference from the 

insertion process using the PVD method. Overall, these 

results confirm that the PVD method is effective in inserting 

large data into PNG images without causing significant 

distortion to the pixel intensity distribution, which 

demonstrates that the visual quality of the image can still be 

well maintained. 

 

3.10 Histogram of Pixel Intensity Changes in TIFF 

Format 

In this section, the analysis focuses on changes in the pixel 

intensity distribution in steganography images embedded 

with text data using the PVD method. The image format used 

is TIFF, which is known to maintain image quality through 

lossless or no compression at all, allowing accurate 

observation of changes in pixel values. The experiment 

documented histogram changes in images embedded with 

text data ranging from 10 to 80 KB. The impact of data 

embedding on pixel intensity distribution was assessed by 

comparing the histograms of the original and steganographed 

images. The results provide insight into the effectiveness of 

the PVD method in embedding large amounts of data while 

maintaining minimal visual interference in TIFF images. 

The histograms in Figures 27 to 34 illustrate the changes 

in pixel intensity distribution of steganographic images in 

TIFF format after embedding text data ranging from 10 to 80 

KB, using the PVD method. All analyses were conducted 

using TIFF images to ensure consistency in file format 

throughout the experimental process. As a format that 

supports lossless compression or no compression at all, TIFF 

allows for accurate observation of pixel-level changes, which 

can be effectively visualized through histogram analysis. 

In Fig. 27, where approximately 10 KB of data was 

embedded, the histogram of the steganographic image closely 

resembles that of the original image. This indicates that the 

embedding process had minimal impact on the visual quality. 

In Figures 28 and 29, which correspond to 20 and 30 KB of 

embedded data, respectively, minor fluctuations appear at 

certain intensity points. However, the overall histogram 

distribution remains stable and does not exhibit significant 

distortion. 

 

 
Figure 27. Pixel intensity histogram TIFF on plaintext 1 

 

 
Figure 28. Pixel intensity histogram TIFF on plaintext 2 
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When the embedded data size reaches 40 KB, as shown in 

Fig. 30, a more noticeable variation in pixel intensity 

distribution begins to emerge. Even so, the overall structure 

of the histogram remains largely undisturbed. As the data 

volume increases further to 50, 60, 70, and 80 KB, illustrated 

in Figures 31 to 34, the histograms reveal signs of shifting and 

spreading intensity values. For instance, Figure 31 shows a 

shift and broadening of the distribution, while Figure 32 

presents a decrease in dominance at specific intensity levels, 

suggesting an adaptation to the larger data load. 

 

 
Figure 29. Pixel intensity histogram TIFF on plaintext 3 

 

 
Figure 30. Pixel intensity histogram TIFF on plaintext 4 

 

 
Figure 31. Pixel intensity histogram TIFF on plaintext 5 

 

 
Figure 32. Pixel intensity histogram TIFF on plaintext 6 

 

 
Figure 33. Pixel intensity histogram TIFF on plaintext 7 
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Figure 34. Pixel intensity histogram TIFF on plaintext 8 

 

Despite the increase in embedded data size, the 

histograms in Figures 33 and 34 still maintain an overall 

resemblance to the histograms of the original images. These 

results demonstrate that the PVD method is capable of 

effectively embedding large volumes of data into TIFF 

images while preserving visual quality. This is evidenced by 

the consistent similarity in histogram patterns before and after 

the data embedding process. 

 

3.11 Image Extraction Evaluation Analysis 

The data extraction evaluation analysis was carried out to 

find out whether the encrypted text data inserted into the 

image could be extracted again and decrypted again. The 

analysis using pixel quality metrics revealed the effectiveness 

of text extraction from images, with results indicating which 

images successfully extracted text data and which did not, as 

summarized in Table 9. 

The results presented in Table 9 show that images in JPG 

format cannot extract the data that has been declared in the 

data, and images in BMP, PNG, and TIFF formats can extract 

text data well that has been inserted into images. Images with 

the JPG format cannot extract encrypted data because the 

nature of images with the JPG format has lossy compression, 

so they cannot withstand compression during the process of 

inserting encrypted data with the PVD method [26]. 

 
Table 9. Successful extraction 

Plain- 
text 

Size BMP JPG PNG TIFF 

1 10 KB Successful Unsuccessful Successful Successful 
2 20 KB Successful Unsuccessful Successful Successful 
3 30 KB Successful Unsuccessful Successful Successful 
4 40 KB Successful Unsuccessful Successful Successful 
5 50 KB Successful Unsuccessful Successful Successful 
6 60 KB Successful Unsuccessful Successful Successful 
7 70 KB Successful Unsuccessful Successful Successful 
8 80 KB Successful Unsuccessful Successful Successful 

 

 

 

4 CONCLUSION 

This study successfully implements the XOR-VLSB 

encryption and decryption algorithm in the process of 

encoding and decrypting text data before it is inserted into 

steganography images. This study employs Pixel Value 

Differencing (PVD) as the steganography technique, which 

enables flexible analysis of text data by leveraging the 

differences in pixel values between image blocks. With this 

approach, the insertion power can be increased without 

significantly degrading the visual quality of the image. 

The results showed that the quality of steganography 

images was well preserved after the research process using 

the PVD method. Evaluations were conducted on various 

image formats, such as BMP, PNG, and TIFF, which showed 

that the optimal image quality. The mean squared error 

(MSE) is high, while the peak signal-to-noise ratio (PSNR) is 

at 40 dB, and the structural similarity index (SSIM) is at 1. 

These values indicate that the steganography image has a very 

similar quality to the original image. In addition, 

steganography images in BMP, PNG, and TIFF formats can 

be used to extract encrypted text data successfully. However, 

the extraction process could not be performed successfully in 

the JPG format, suggesting that this format is not ideal for 

PVD-based steganography. 

The results demonstrate that the PVD steganography 
scheme combined with the XOR-VLSB cryptographic 
algorithm effectively conceals text data within images while 
enhancing data security through encryption. This success 
confirms the potential of both methods used in the data 
security process. 

As a suggestion for further development, the integration 
of the PVD scheme with the XOR-VLSB algorithm can be 
enhanced by replacing the XOR-VLSB cryptographic 
algorithm with more advanced algorithms, such as AES 
(Advanced Encryption Standard). The application of the AES 
algorithm, which has a higher security standard, is expected 
to provide stronger protection against hidden text data, 
thereby improving the overall security of the system. This 
integration will enhance the joint method's resilience against 
a broader range of complex security threats in the future. 
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