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Abstract

The rapid expansion of the digital economy has challenged traditional notions of consumer
protection, which bistorically relied on reactive and positivist legal principles. Increasing data
commodification, the pervasive role of algorithms, and structural power asymmetries expose
the inadequacy of existing legal doctrines to safeguard fairness in digital transactions. This
study addresses a critical research gap by reconceptualizing consumer protection law through
algorithmic justice and participatory digital rights. Employing a normative legal methodology
combined with comparative and critical approaches, the research analyzes doctrinal evolution
across jurisdictions such as the European Union, Brazil, and Indonesia. The findings reveal
three major shifts. First, consumer law must move beyond post-transaction liability toward
proactive oversight models, including algorithm andits and design-based compliance. Second,
legal doctrines should redefine the consumer as a relational subject embedded in data-driven
ecosystens, rather than a rational and antonomous actor. Third, consumer rights must be
embedded within constitutional and ethical frameworks to ensure long-term enforceability and
democratic legitimacy. The study contributes theoretically by advancing an interdisciplinary
paradigm of consumer law that integrates digital fairness, equity, and buman dignity.
Practically, it offers strategic directions for regulators and policymatkers in designing responsive
[frameworks that anticipate risks, enbance accountability, and strengthen consumer agency in
the digital era.

Keywords: Consumer Protection; Digital Economy; Algorithmic Justice; 1 egal Paradigmy
Regutatory Reform.

Introduction

Consumer protection has increasingly become a central component of
modern legal frameworks, reflecting the state’s responsibility to address
structural imbalances between powerful business entities and individual
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consumers. The acceleration of globalization and cross-border transactions has
amplified consumer vulnerability to deceptive practices, misuse of personal
data, and unequal bargaining power. These risks indicate that consumer
protection is no longer limited to technical supervision of goods and services;
it has evolved into a fundamental pillar of economic justice and an expression
of basic human rights in the digital age.'

The historical development of consumer protection law reflects the
broader economic transformations of the industrial era, where legal doctrines
gradually shifted from caveat emptor (“buyer beware”) to caveat venditor (“seller
beware”). This transition marked a growing recognition of the producer’s
responsibility for product quality and consumer safety. However,
contemporary realities—characterized by the rise of digital marketplaces, the
dominance of online platforms, and the pervasive role of algorithmic decision-
making—present new and complex challenges. These developments reveal the
growing inadequacy of traditional regulatory models, which remain grounded
in post-industrial assumptions that no longer reflect the dynamics of the digital
economy.’

At the global level, legal systems have adopted diverse approaches to
consumer protection. The European Union has developed comprehensive and
harmonized regulatory frameworks, whereas countries like India and Brazil
rely on more fragmented, sector-specific mechanisms. Despite these structural
differences, both models share the common objective of recalibrating market
power relations and ensuring fairness in transactions. However, both
approaches reveal critical shortcomings when confronted with challenges in
the new digital era, including data privacy violations, algorithmic contracting,
and digital discrimination. These issues remain insufficiently addressed by
conventional legal norms, underscoring the need for a more profound
rethinking of consumer law beyond its current doctrinal boundaries.’

Despite notable progress, mainstream approaches to consumer
protection remain confined within static and fragmented normative
frameworks. Most legal systems rely heavily on post-transaction liability
models, such as compensation for harm or the regulation of standard

! Dr. Ramesh Sakunaveeti, “Guatdians of the Consumer: A Comparative Analysis of
Consumer Protection Laws Across Countties,” Journal of Legal Subjects, no. 36 (November 11,
2023): 28-32, https:/ /doi.otg/10.55529/il5.36.28.32.

2 Donna Turner, “Consumer Protection and Good Customer Outcomes in an
Evolving Financial Services Ecosystem,” Journal of Financial Compliance 7, no. 1 (October 1,
2023): 64, https://doi.org/10.69554/XEBR34064.

3 Jefferson Donovan Correia and Henrique Meyer, “LLEI GERAL DE PROTECAO
DE DADOS: IMPACTOS NA RELACAO DE CONSUMO E ADEQUACOES NAS
PLATAFORMAS DE VENDAS A LGPD,” Revista Ft 29, no. 142 (January 25, 2025): 21-22,
https://doi.otg/10.69849 /revistaft/£a10202501252321.
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contracts.* While effective in traditional market settings, these mechanisms are
increasingly inadequate in addressing the complexities of modern digital
transactions, where risks emerge not only after harm but also through
structural asymmetries embedded in algorithmic design, data exploitation, and
opaque contractual practices. This gap underscores the urgency of rethinking
consumer law in ways that move beyond reactive remedies toward preventive
and systemic safeguards.

The inadequacy of existing models becomes even clearer when
examining how legal definitions of the “consumer” fail to capture
contemporary socio-economic realities. In today’s digital ecosystems,
individuals simultaneously act as data providers, value co-creators, and
algorithmic targets. Such multidimensional roles are poorly reflected in
traditional legal definitions that continue to treat consumers as passive and
rational market actors.” Furthermore, prevailing legal frameworks remain
insufficient in addressing emerging risks such as algorithmic discrimination,
data commodification, and platform monopolies. These gaps raise a
fundamental question: to what extent does the current legal paradigm remain
relevant and effective in confronting the structural challenges of the digital and
postmodern era? Based on this fundamental question, this study critically
examines the conceptual transformation of consumer protection law within
the context of shifting legal paradigms in the digital economy. Its objectives
are threefold: (1) to trace the historical and doctrinal evolution of consumer
protection, (2) to identify epistemological shifts in both theory and practice,
and (3) to propose a normative reconstruction of consumer protection
frameworks that better reflect the realities of algorithm-driven markets.

Although scholarly attention to digital consumer protection has
increased, most contributions remain in normative-regulatory or sector-
specific legal analyses. For example, Ardika (2025) highlights institutional
weaknesses in Indonesia's Personal Data Protection Law following major e-
commerce data breaches,” Mohammadian (2025) illustrates how "free" digital
services commodify personal data and turn consumers into algorithmic
commodities.” Dresch and Faleiros (2025) propose a strict liability model in

# Gideon Maurits Pakadang and Yudho Taruno Muryanto, “Comparison of Product
Liability in Indonesian and Spanish Consumer Protection Law,” Journal of Legal Subjects, no. 43
(Aptil 12, 2024): 1-10, https://doi.org/10.55529/j1s.43.1.10.

5 Seok Cheon Jang, “Clarification of Consumer Concept for Consumer Protection,”
LAW RESEARCH INSTITUTE CHUNGBUK NATIONAL UNIVERSITY 33, no. 2
(December 30, 2022): 22340, https://doi.org/10.34267/cblj.2022.33.2.223.

¢ I Wayan Cenik Ardika, “Tinjavan Hukum Terhadap Perlindungan Data Pribadi Di
Era Digital: Kasus Kebocoran Data Pengguna Layanan E-Commerce,” Indonesian Journal of Law
and Justice 2, no. 3 (January 25, 2025): 11, https://doi.org/10.47134/ijlj.v2i3.3601.

7 Hamid Mattiello, “Exposing the Hidden Costs of ‘Free: Personal Data
Commodification in the Digital Economy via X.0 Theory, Fuzzy Delphi, Thematic Analysis,
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Brazil’s data protection regime to address digital harms.® Moreover, Coldron
et al. (2025) introduce the "cyborg consumer" notion in the Internet of Things,
emphasizing new vulnerabilities caused by behavioral profiling and real-time
nudging.” While valuable, these studies remain primarily descriptive and
technocratic, focusing on doctrinal reforms rather than questioning deeper
epistemological and normative foundations. Few works attempt to
reconceptualize consumer protection law in light of algorithmic governance,
data asymmetries, and structural power imbalances. This study seeks to fill that
gap by proposing a conceptual framework that redefines the consumer as a
relational subject within data-driven systems and advocates for a paradigm
shift toward algorithmic justice, participatory digital rights, and the
constitutionalization of consumer protection as a pillar of digital democracy.

Existing scholarship on consumer protection remains predominantly
normative, with a heavy emphasis on regulatory structures and doctrinal
reforms. This focus often neglects the more profound epistemological
questions concerning how "protection" is conceptualized and how the
"consumer" is legally defined. Current definitions remain anchored in classical
contractual logic that assumes consumers are rational and autonomous actors.
By contrast, digital markets have transformed consumers into data subjects
and algorithmic commodities, whose autonomy is constrained by opaque
systems and structural asymmetries."” This disconnect highlights the pressing
need for a reconceptualization of consumer protection law that addresses the
realities of algorithmic governance and data-driven economies.

Comparative scholarship in consumer protection frequently limits
itself to descriptive contrasts between jurisdictions, without engaging with the
deeper theoretical and ideological foundations that shape these regulatory
frameworks. Such limitations leave unanswered critical questions about the
normative direction of consumer law in the digital era. Within this scholarly
gap, the present article intervenes, offering a reflective and reconceptualized
approach that redefines the consumer as a relational subject, interrogates the
structural power of algorithmic governance, and advances a justice-oriented

and Problem-Solving Frameworks,” Journal of Policy and Society 2, no. 2 (January 26, 2025): 2330,
https://doi.org/10.59400/jps2330.

8 Rafael de Freitas Valle Dresch and José Luiz de Moura Faleiros Junior, “Special Strict
Civil Liability in Brazil’s General Data Protection Law,” Bragilian Journal of Law, Technology and
Innovation 2, no. 2 (January 27, 2025): 98-128, https://doi.org/10.59224 /bjlti.v2i2.98-128.

° Benjamin Clubbs Coldron et al, “When the Internet Gets Under Our Skin:
Reassessing Consumer Law and Policy in a Society of Cyborgs,” Journal of Consumer Policy 48,
no. 3 (September 23, 2025): 205-32, https://doi.org/10.1007 /s10603-024-09581-y.

19Nur Alimah, Asti Sti Mulyani, and Temmy Fitriah Alfiani, “LEGAL PROTECTION
OF CONSUMERS AGAINST THE CIRCULATION OF ILLEGAL AND DANGEROUS
COSMETICS THAT HARM CONSUMERS IN INDONESIA,” Trungjoyo Law Review 5, no.
2 (August 30, 2023): 90-100, https://doi.org/10.21107/tr.v5i2.20864.
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paradigm of consumer protection law.

The novelty of this research lies in its attempt to reconceptualize the
foundations of consumer protection law through critical theoretical
perspectives that remain underexplored in existing scholarship. The study
advances a paradigm shift from reactive, remedial protection toward
emancipatory and participatory digital citizenship frameworks by framing the
consumer as a relational subject embedded in algorithmic and data-driven
marketplaces. This inquiry gains urgency in light of widening legal vacuums
surrounding algorithmic opacity, digital surveillance, and structural
information asymmetries. The study contributes theoretically by offering an
interdisciplinary framework of consumer law that integrates justice, equity, and
human dignity, and contributes practically by providing guidance for regulatory
reform that is inclusive, contextually relevant, and socially just.

Methodology

This study employs a normative legal research design (doctrinal
research), examining statutory regulations, legal doctrines, and conceptual
frameworks that shape consumer protection law. The analysis is
complemented by a comparative approach, drawing insights from different
jurisdictions, such as the European Union, Brazil, and Indonesia, to highlight
both convergences and divergences in addressing digital consumer challenges.
In addition, the study incorporates critical perspectives from law and society,
digital justice, and interdisciplinary scholarship to situate consumer protection
within broader debates on algorithmic governance and economic fairness. This
methodological orientation ensures that the research explores doctrinal
evolution and offers normative reconstruction aligned with the realities of the
digital economy.

This study positions itself within a critical scholarly gap by moving
beyond descriptive and regulatory analyses to interrogate consumer
protection's theoretical, normative, and structural foundations in the digital
economy. By redefining the consumer as a relational subject embedded in
algorithmic and data-driven environments, the research challenges traditional
legal assumptions and proposes a justice-oriented framework for future
regulation. This orientation provides the foundation for the following
discussion, systematically examining the conceptual, doctrinal, and institutional
shifts required to realign consumer protection law with the demands of the
digital era.

Discussion

Reframing the Conceptual Foundations of Consumer Protection
Consumer protection law has gradually moved beyond its classical

contractual foundations toward frameworks that recognize systemic
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imbalances in modern markets. The earlier reliance on caveat emptor—which
presumed equal bargaining power and informed choice—proved illusory in
the face of industrial mass production and the rise of powerful corporations
capable of dictating market behavior and contractual terms." This historical
shift marks the starting point for contemporary debates that situate consumer
protection not merely as a matter of private autonomy, but as a field of law
concerned with correcting structural inequalities and safeguarding justice in
increasingly complex economic systems.

Consequently, contemporary consumer protection theory has shifted
its focus toward recognizing the inherent structural imbalance between
consumers and producers. Haupt's economic analysis of contract law and
Reich's contributions to European consumer jurisprudence highlight that legal
thought has moved beyond a narrow reliance on contractual freedom and
voluntarism. Consumers are increasingly conceptualized as structurally
disadvantaged actors who cannot rely solely on market autonomy for
protection. This shift underscores the necessity of active state intervention and
regulatory frameworks that ensure substantive equality.”” In the digital
economy, where algorithms, data asymmetries, and platform monopolies
further deepen these imbalances, the consumer's vulnerable position demands
stronger legal safeguards.

Philosophical debates on consumer rights and legal ethics have been
enriched by the integration of Rawls's theory of justice and Radbruch's concept
of legal certainty. Rawls's emphasis on fairness and distributive justice
highlights the need to design legal frameworks that correct consumer structural
disadvantages. At the same time, Radbruch's insistence on stability and
reliability underscores the importance of maintaining trust in market relations.
Applied to consumer law, these perspectives suggest that protection must go
beyond procedural safeguards to ensure substantive justice in transactions." In
the digital economy, this means addressing hidden forms of inequality
produced by algorithmic profiling, opaque consent mechanisms, and data-
driven market manipulation. Thus, the philosophical foundation of consumer

11 Stefan Haupt, “An Economic Analysis of Consumer Protection in Contract Law,”
German Law  Journal 4, no. 11 (November 1, 2003): 1137-64,
https://doi.otg/10.1017/82071832200012013.

12 Aleksejs Jelisejevs, “The Good Faith Based Approach as a Legally Acceptable
Intervention in Freedom of Contract to Protect Consumers’ Rights When Banks Unilaterally
Close Accounts,” Baltic Journal of Law & Politics 14, no. 2 (December 1, 2021): 142—63,
https://doi.org/10.2478 /bjlp-2021-0014.

13 Mulia Akbar Santoso and Matrlinah Matlinah, “Consumer Protection in Business
Law: Conflict of Norms and Its Implications under Article 18 of Law No. 8 of 1999 on
Consumer Protection,” INTERNATIONAL JOURNAL OF MULTIDISCIPLINARY
RESEARCH  AND  ANALYSIS 07, no. 10  (October 31,  2024),
https://doi.otg/10.47191 /ijmra/v7-110-42.
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law is not only about guaranteeing predictability but also about embedding
fairness and dignity into systems increasingly mediated by technology.

This normative progression can be observed in comparative legal
frameworks, particularly within the European Union. Instruments such as the
Consumer Rights Directive and the General Data Protection Regulation
(GDPR) have advanced consumer protection by integrating core principles of
data privacy, transparency, and algorithmic accountability. These mechanisms
demonstrate a shift toward embedding fairness and autonomy within digital
market structures, aligning legal safeguards with the realities of data-driven
commerce. However, the EU model also reveals limits: while establishing high
regulatory standards, implementation often struggles with enforcement gaps
and the challenges of cross-border digital transactions.' These examples
provide valuable benchmarks for jurisdictions in the Global South, such as
Indonesia. However, they must be adapted to local institutional capacities and
socio-economic contexts to avoid replicating formalism without substantive
impact.

Indonesia's Consumer Protection Law (Law No. 8 of 1999, UUPK)
represents a hybrid framework that combines civil law traditions with statutory
safeguards. However, significant implementation gaps persist, particularly in
digital commerce. Empirical evidence shows that many e-commerce platforms
continue to violate Article 18 of the UUPK by imposing standard form
contracts that rely on excessive clauses without adequate disclosure or genuine
consent.” These practices undermine transactional fairness and highlight the
law’s limited capacity to address power asymmetries in algorithmically
mediated markets. More broadly, they illustrate a structural weakness in
traditional consumer protection regimes. While formally protective, they often
fail to regulate digital platforms that manipulate information architecture and
consent through opaque design strategies.

The economic analysis of contract law traditionally relied on consumer
sovereignty, which presumes that individuals make rational and informed
choices in the marketplace. However, behavioral economics and empirical
studies consistently disprove this assumption, showing that consumers often
lack the time, expertise, or cognitive resources to process complex
information. In digital environments, these vulnerabilities are amplified by

4 Bocong Yuan and Jiannan Li, “The Policy Effect of the General Data Protection
Regulation (GDPR) on the Digital Public Health Sector in the European Union: An Empirical
Investigation,” International Journal of Environmental Research and Public Health 16, no. 6 (March
25, 2019): 1070, https://doi.org/10.3390/ijerph16061070.

15 Wiwik Sri Widiarty et al., “Consumer Protection Laws in Indonesian Commercial
Transactions: Safeguarding Business Transactions and Consumer Rights,” Journal of Law and
Sustainable Development 12, no. 1 (January 30, 2024): €3099,
https://doi.org/10.55908/sdgs.v12i1.3099.
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algorithmically manipulated interfaces, dark patterns, and bundled contractual
terms that steer consumers toward decisions favoring platform interests rather
than their own. Such dynamics reveal that transparency alone is insufficient as
a regulatory safeguard; without structural interventions, the myth of the
rational consumer legitimizes exploitative practices and exposes consumers to
systemic harm in algorithm-driven markets."

This empirical reality exposes the limits of minimalist regulatory models
that rely on transparency and disclosure as sufficient safeguards. In digital
markets shaped by algorithmic profiling and information asymmetries,
transparency often overwhelms consumers with complex consent forms rather
than empowering them. Therefore, a post-interventionist consumer protection
model is required to restructure market interactions proactively, which goes
beyond harm prevention. Such a model emphasizes normative guidance to
shape fair digital practices, institutional oversight to monitor algorithmic
systems, and participatory mechanisms that enhance consumer agency in
decision-making processes. By embedding these elements, consumer law can
move from a reactive paradigm toward a proactive framework capable of
addressing systemic injustices in the digital economy."’

Reassessing Legal Narratives in Consumer Protection: Beyond
Formalism toward Digital Fairness

The interpretative dimension of consumer protection law requires a
critical reassessment of how its concepts have been articulated,
institutionalized, and contested within evolving regulatory systems.
Historically, in civil law, consumer protection was treated as an auxiliary
mechanism to supplement the freedom of contract. Legal safeguards were thus
conceived primarily as post hoc remedies, activated only after harm or market
failure. While effective in limited contexts, this framing entrenches a reactive
logic that leaves consumers vulnerable in digital environments where risks are
embedded structurally in algorithmic systems and information asymmetries.'®

The findings of this research indicate a fundamental transformation in
the ontological status of the consumer. No longer a passive subject needing
remedial protection, the consumer in digital markets is algorithmically profiled,

16 See Meng Lim, Hanbin Law, and Siew Siew Lee, “Consumers’ Quality Perception
and Acceptance of Suboptimal Food: An Online Survey in Selangor and Kuala Lumpur,
Malaysia,” Foods 12, no. 15 (July 25, 2023): 2824, https://doi.org/10.3390/foods12152824.

17 Suwinto Johan and Ariawan Ariawan, “Consumer Protection in Financial
Institutions,”  Legality:  Jurnal limiah Hukum 29, no. 2 (June 11, 2021): 173-83,
https://doi.org/10.22219/1jih.v29i2.16382.

18 Refa Alya Putri, “Perlindungan Hukum Terhadap Pengguna Jasa Pinjaman Online
Dalam Analisis Hukum Pidana,” Proceedings Series on Social Sciences & Humanities 17 (July 30,
2024): 245-49, https:/ /doi.otg/10.30595/pssh.v171.1135.
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continuously monitored, and systematically nudged through design strategies
that operate beyond individual perception.” This “datafied consumer”
functions simultaneously as a user, a data source, and a commodity within
platform economies. Such complexity renders inadequate any theoretical
framework that interprets consumer protection solely through the seller—buyer
dichotomy, as it overlooks the structural power of platforms and the
algorithmic mechanisms that shape consumer behavior.

To grapple with this complexity, legal pluralism offers a more nuanced
lens for understanding consumer protection in the digital age. Menski’s
“Triangular Concept of Legal Pluralism”—which situates law at the
intersection of state regulation, societal norms, and transnational influences—
demonstrates that consumer protection cannot be reduced to formal statutes
alone. ” Instead, it must be analyzed as part of overlapping normative orders
shaped by digital practices, cultural expectations, and global regulatory
pressures. For example, the European Union's GDPR exerts transnational
influence far beyond its jurisdiction, compelling e-commerce platforms in
Indonesia and other Global South countries to adjust their practices. Similarly,
societal expectations around privacy and fairness increasingly interact with
domestic law to produce hybrid regulatory outcomes. This pluralist perspective
highlights that adequate consumer protection requires harmonizing formal
legal rules with digital ethics and transnational law.

Within this pluralist setting, algorithmic governance also exposes
structural blind spots in consumer protection. Fragmented regulatory
frameworks, overlapping jurisdictions, and inconsistent enforcement allow
dominant platforms to exploit regulatory arbitrage, operating beyond the
reach of national authorities. This underscores that consumer law must be
analyzed as domestic doctrine and as part of a global digital order where
transnational accountability becomes indispensable.

The longstanding paradigm of the "rational consumer" in EU law—
embodied in the jurisprudential fiction of a well-informed and legally literate
market participant—has become increasingly scrutinized. As Sybe de Vries
argues, this figure represents not the real consumer but an idealized construct
tailored to the logic of the Single Market.” In digital environments, however,

19 Zulham, “A Critical Review of Consumer Protection Online Shopping, False
Advertising, and Legal Protection,” Journal of Law and Sustainable Development 11, no. 5 (August
28, 2023): €740, https://doi.org/10.55908/sdgs.v11i5.740.

20 Muldri Pudamo James Pasaribu and Ningrum Natasya Sirait, “Triangular Concept
of Legal Pluralism in the Establishment of Consumer Protection Law,” ed. D. Chalil et al.,
E3S§ Web of Conferences 52 (August 27, 2018): 00032,
https://doi.org/10.1051/e3sconf/20185200032.

21 Christine Riefa and Mateusz Grochowski, “The Enforcement of EU Consumer
Law,” in Research Handbook on the Enforcement of EU Law (Edward Elgar Publishing, 2023), 350—
64, https://doi.org/10.4337/9781802208030.00032.
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this paradigm becomes increasingly mythical. Confronted with opaque
algorithmic profiling, manipulative interfaces, and information overload, real
consumers often lack the capacity to detect, much less resist, exploitative
practices. This mismatch between the legal ideal and empirical reality reveals a
profound conceptual gap that undermines the legitimacy of consumer
protection in the digital age.

This interpretative challenge is not merely theoretical but carries
significant doctrinal implications. In digital transactions, consumer consent can
no longer be interpreted through the traditional lens of rational choice. Instead,
it must be understood against consent fatigue, manipulative design, and dark
patterns that steer users toward outcomes favorable to platforms rather than
reflecting their informed will. Such dynamics expose the fallacy of disclosure-
based regulation, which assumes that transparency alone can safeguard
consumer autonomy. Without structural interventions and algorithmic
accountability, disclosure becomes a tool of exploitation rather than
empowerment.

In this light, the findings of this study constitute a critique of positivist
legalism in consumer protection, which confines law to formalistic definitions
and reactive remedies. Such an approach is ill-equipped to address the
structural injustices embedded in data-driven markets. Echoing Andikatama's
(2024) call for a pluralist regulatory paradigm, meaningful reform requires a
blended framework synthesizing economic regulation, ethical imperatives, and
sociocultural legitimacy.”” Only through such an interpretive synergy can
consumer law move beyond doctrinal rigidity and respond effectively to the
challenges of algorithmic governance and digital exploitation.

Reconstructing Doctrines and Institutional Norms for the Digital
Consumer

The digital era's empirical and theoretical exploration of consumer
protection law has reshaped doctrinal theory and regulatory practice.
Historically, consumer law functioned merely as a complementary set of rules
within private law, particularly contract law. However, the proliferation of
digital platforms and algorithm-driven transactions has disrupted classical
assumptions of autonomy, voluntarism, and symmetry in legal relations,
revealing the need for doctrinal reconstruction.

A key doctrinal implication is the erosion of the autonomy of the will
principle, long considered the cornerstone of contract theory. As Jayesh Rana
observes, consumer protection mechanisms have challenged the assumption

22 Achmad Zulfa Andikatama and Bambang Eko Turisno, “Consumer Protection Law
in the Digital Era,” International Journal of Social Science and Human Research 7, no. 07 (July 4,
2024), https://doi.org/10.47191 /ijssht /v7-107-03.
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that legal subjects are free and rational actors capable of negotiating fair
terms.” This critique becomes acute in digital markets dominated by adhesion
contracts, where non-negotiability and algorithmic opacity undermine genuine
consent. Such developments necessitate a paradigm shift toward relational and
protective contractualism, positioning law not merely as an enforcer of
agreements but as a safeguard against structural inequalities.

Consumer law also reshapes institutional behavior, particularly in
judicial interpretation and regulatory enforcement. As Kiswanto et al. (2024)
demonstrate, Indonesian commercial law under Law No. 8/1999 increasingly
frames consumer protection as a dual obligation—Dborne not only by business
actors but also by regulatory institutions tasked with safeguarding transactional
ethics and information fairness.” This evolution signals a doctrinal shift: judges
are now expected to adopt purposive and sociological approaches when
assessing consumer harm, moving beyond rigid textualism toward
interpretations that reflect digital markets' realities, including data misuse and
algorithmic opacity.

The growing influence of consumer protection law is evident in the
development of public policy tools such as business ethics standards,
compliance systems, and risk disclosure frameworks. Empirical findings
indicate that producers and service providers increasingly embed compliance-
by-design mechanisms into their operations, including algorithmic
transparency protocols, privacy-by-default settings, and user-consent
dashboards shaped by transnational norms such as the GDPR.” These
innovations illustrate a doctrinal shift from reactive remedies toward
preventive regulation, where law actively structures business practices to
mitigate risks before harm occurs. In this way, consumer law functions as a
corrective mechanism and a proactive architecture of market governance in
the digital economy.

From the perspective of normative evolution, consumer protection
law is increasingly integrating with adjacent domains such as environmental
law and data ethics. This integration signals a paradigm shift from a narrow
concern with transactional fairness to a broader orientation encompassing
sustainable consumption and intergenerational justice. Legal scholars have

23 Rana Jayesh, “Assessing the E-Commerce Consumer Protection Mechanisms for
Fostering Digital Economic Advancement in India through the WPM Method,” Trends in
Finance and Economies 1, no. 4 (Octobet 27, 2023): 1-9, https:/ /doi.otg/10.46632/tfe/1/4/1.

2 Dedi Kiswanto and Herlina Hanum Harahap, “The Effects on Consumers of Using
Refills under Law No. 8 of 1999 on Consumer Protection,” Jurnal Smart Hukum (JSH) 3, no. 1
(June 14, 2024): 20-28, https:/ /doi.org/10.55299/jsh.v3i1.894.

% F. Zeija, “Consumer Protection in Uganda: The Law in Theory and Practice,” Journal
of Consumer Policy 41, no. 4 (December 27, 2018): 455-71, https://doi.org/10.1007/s10603-
018-9382-3.
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even proposed embedding consumer rights within constitutional frameworks
in digital economies dominated by powerful platforms to guarantee their
enforceability against state and private actors. Such constitutionalization
reflects an effort to rebalance the asymmetrical power relations that allow
market actors to undermine individual autonomy,” Ensuring that consumer
protection remains resilient in the face of structural digital transformations.

The impact of these transformations on regulatory praxis has been
profound. Traditional enforcement mechanisms—such as reliance on
consumer complaints—have proven inadequate in digital markets where
harms are often opaque, individualized, and complex for consumers to detect.
This inadequacy has spurred the emergence of proactive regulatory models,
including algorithm audits, market surveillance, and sanction-based deterrence
for violations involving data misuse and deceptive interface design.”” These
tools reflect a broader shift toward preventive and systemic regulation, aimed
at embedding algorithmic accountability and ensuring that consumer harm is
mitigated before it becomes widespread.

Building a Consumer Law Framework Responsive to Algorithmic
Governance

The conceptual reorientation of consumer protection law in the digital
era reveals doctrinal gaps and fertile ground for future scholarly inquiry. As
Micklitz et al. emphasize, the future of consumer law research must transcend
conventional doctrinal analysis and embrace interdisciplinary methodologies,
particularly those informed by behavioral insights, empirical legal studies, and
digital ethics.®® Such approaches are essential to capture how consumers
interact with law, technology, and commercial ecosystems under algorithmic
governance—where legal assumptions about consent, autonomy, and fairness
are constantly tested.

A critical research direction is integrating consumer protection law
with data governance and cybersecurity regimes. As Bradley's (2020)
"consumer protection ecosystem" model suggests, technology, norms, and law
must be treated as mutually constitutive dimensions of regulation rather than

26 Nurasiah Panjaitan and Hasbi Febriansyah Sihotang, “ANALISIS PENGARUH
HUKUM PERLINDUNGAN KONSUMEN TERHADAP TANGGUNGJAWAB
KELALATAN DAN KESALAHAN PRODUSEN,” A/ Qadhi 1, no. 2 (December 31, 2023):
126-306, https://doi.otg/10.62214 /jaq.v1i2.153.

27 Laila Syahrani and Ika Juwita Lubis, “ANALISIS PENGARUH TRANSAKSI
ONLINE DALAM HUKUM PERLINDUNGAN HUKUM KONSUMEN DIERA
DIGITAL,”  Jurmal Al  Wadiah 1, no. 2 (December 31, 2023): 187-99,
https://doi.org/10.62214 /jaw.v1i2.154.

28 Hans-W. Micklitz, Anne-Lise Sibony, and Fabrizio Esposito, “The Bright and
Adventurous Future of Consumer Law Research,” in Research Methods in Consumer Law (Edward
Elgar Publishing, 2018), https://doi.otg/10.4337/9781785366611.00005.
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separate silos.”” This perspective compels legal scholars to study how legal
norms adapt and how they often fail to keep pace with fast-evolving
technologies such as Al-driven credit scoring, behavioral advertising, and
decentralized finance (DeFi). Such failures risk normalizing opaque practices
that erode consumer autonomy and perpetuate systemic inequalities. To
preempt these harms, legal scholarship must collaborate with technologists to
construct predictive compliance frameworks—tools capable of identifying and
mitigating risks before they materialize into consumer harm.

The scope for comparative and transnational legal analysis in consumer
protection remains vast. As cross-border digital commerce expands, national
legal systems frequently lag behind the practices of multinational corporations.
This creates regulatory asymmetries that undermine both enforcement and
consumer trust. Comparative research is therefore urgently needed to examine
how jurisdictions such as the EU, ASEAN, the US, and Latin America
conceptualize and operationalize consumer rights in areas including digital
sovereignty, cross-border enforcement, and platform liability.”’ Mapping
convergence and divergence across these systems can provide critical insights
for harmonizing international standards, closing enforcement gaps, and
promoting global consumer justice in the digital economy.

Future research must also critically examine the intersectionality of
consumer identity and how variables such as age, gender, class, disability, and
digital literacy shape access to protection in digital markets. A feminist or
critical-race approach can illuminate hidden structural exclusions embedded in
interface design, algorithmic profiling, and enforcement mechanisms, often
reproducing existing social inequalities in new digital forms. By foregrounding
these perspectives, legal scholarship can move beyond the narrow concern
with transactional fairness to propose inclusive, digitally centered frameworks
of consumer protection that account for vulnerability, diversity, and systemic
bias. Such an approach enriches doctrinal development and ensures consumer
law contributes to substantive equality in the digital economy.

Finally, future inquiries should address the constitutionalization of
consumer rights, an idea gaining traction in jurisdictions where market
regulation intersects with fundamental rights. Embedding consumer dignity,
privacy, and access to remedies within constitutional texts or judicial doctrines
can transform the legal landscape by elevating consumer interests to matters

2 Christopher G. Bradley, “The Consumer Protection Ecosystem: Law, Norms, and
Technology,” SSRN Electronic Journal, 2019, https://doi.org/10.2139/ssrn.3349190.

% Loso Judijanto, “Bibliometric Study on Consumer Protection Law in the Global
Business Context,” The Easta Jonrnal Law and Human Rights 2, no. 02 (February 29, 2024): 59—
67, https://doi.org/10.58812/eslht.v2i02.207.
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of public order and democratic integrity.” In the digital age, this approach is
particularly relevant to safeguarding rights against data exploitation,
algorithmic discrimination, and platform monopolies that increasingly shape
civic and economic life. Comparative analysis of jurisdictions that have begun
constitutionalizing consumer rights—such as Latin America's recognition of
digital rights or the EU's emphasis on data protection as a fundamental right—
can provide valuable lessons for designing robust, future-proof consumer
protection regimes.

Rethinking Legal Responsibility and Consumer Justice

The ethical and social dimensions of consumer protection law are
central not only to assessing the effectiveness of regulatory mechanisms but
also to revealing the normative commitments of a society to fairness, dignity,
and democratic participation in the economy. When legal frameworks are
treated merely as market regulation instruments, they risk neglecting the
embedded ethical responsibilities of both state and corporate actors to
promote inclusive justice. This challenge becomes even more pronounced in
digital commerce, where algorithmic profiling, opaque data practices, and
structural inequalities require an expansive legal approach that integrates
ethical justification and social fairness as foundational principles.

In many jurisdictions, the recognition of consumer rights has been
accompanied by parallel corporate social responsibility and business ethics
developments. For instance, South Africa's Consumer Protection Act (2008)
explicitly integrates fairness and equity considerations into consumer
transactions, demonstrating how legal responsibility can expand to encompass
broader ethical obligations. Similar tendencies are evident in the European
Union's emphasis on fairness in digital contracts and in Indonesia's Consumer
Protection Law (Law No. 8/1999), which frames protection as a private and
public responsibility. These models highlight the potential for legal systems to
embed justice within market relations, moving beyond a minimalist conception
of liability—focused solely on compensating harm—toward a richer
framework of accountability that addresses fairness, transparency, and dignity
in both traditional and digital markets.

Viewed through a socio-legal lens, consumer protection is inseparable
from broader issues of systemic inequality and the fair distribution of resources
and opportunities. Research in Indonesia illustrates the vital role of consumer
law in securing the right to fair information, particularly for low-income
populations participating in digital marketplaces. As Widiarty et al. observe, the

31 Panjaitan and Sihotang, “ANALISIS PENGARUH HUKUM PERLINDUNGAN
KONSUMEN TERHADAP TANGGUNGJAWAB KELALATAN DAN KESALAHAN
PRODUSEN.”
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effective implementation of consumer protection norms can enhance the
ethical conduct of sellers and curb exploitative practices by strengthening legal
literacy and encouraging voluntary compliance.” However, this dynamic also
reveals the limits of enforcement-centered regulation in digital contexts, where
structural inequalities and algorithmic opacity demand voluntary compliance
and institutional mechanisms that embed fairness principles into market design
and regulatory oversight.

Furthermore, ethical analysis must grapple with the persistent tension
between individual consumer freedom and collective social welfare. Simdes
(2013) observes that the law's attempts to promote ethical consumption—for
instance, encouraging environmentally sustainable or socially responsible
products—can clash with liberal notions of individual choice.” However, law
also performs a pedagogical function: it shapes habits and norms that align
with broader societal interests, such as mitigating environmental degradation,
labor exploitation, or data misuse in digital markets. In this sense, consumer
law should be understood not only as a regulatory constraint but also as a
normative instrument that cultivates responsible and justice-oriented
consumption practices.

This normative function becomes particularly salient in regulating
algorithmic markets, where decisions are frequently made without human
oversight. Bradley (2020) highlights the interplay between law, social norms,
and technological constraints, emphasizing that ethical oversight must be
embedded within the very architecture of digital commerce.™® The use of
algorithmic profiling to target vulnerable consumers with predatory loans or
addictive products illustrates systemic harms that cannot be addressed through
formal regulation alone. Instead, they require a normative commitment to
consumer dignity and justice-by-design, operationalized through algorithm
audits, transparency obligations, and fairness metrics in digital environments.

A parallel issue emerges in advertising and commercial speech, where
the boundary between persuasion and manipulation is ethically precarious.
Preston (2010) examined the interplay between legal mandates and ethical self-
regulation in advertising, cautioning against the commodification of truth and
the erosion of trust in consumer relations. » In the digital era, this concern is

32 Widiarty et al., “Consumer Protection Laws in Indonesian Commercial Transactions:
Safeguarding Business Transactions and Consumer Rights.”

3 F. Dias Simées, “Ethics and Consumerism: Legal Promotion of Ethical
Consumption?,” in The Ethics of Consumption (Wageningen: Wageningen Academic Publishers,
2013), 141-46, https://doi.org/10.3920/978-90-8686-784-4_22.

3 Bradley, “The Consumer Protection Ecosystem: Law, Norms, and Technology.”

35 IVAN L. PRESTON, “Interaction of Law and Ethics in Matters of Advertisers’
Responsibility for Protecting Consumers,” Journal of Consumer Affairs 44, no. 1 (March 4, 2010):
25964, https://doi.org/10.1111/j.1745-6606.2010.01166.x.
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amplified by personalized advertising and interface design strategies that blur
consumer autonomy. His work suggests that genuine consumer protection
must extend beyond statutory minimums, relying on voluntary adherence to
ethical norms and industry practices that safeguard truthfulness and trust in
digital markets.

Finally, consumer protection law embodies a constitutional ethic: it
affirms the equal moral worth of all individuals in the marketplace. Embedding
this principle into national legal systems requires statutory reform and
institutional cultural change among regulators, judges, and businesses. In the
digital era, such change includes capacity building in data governance, ethical
training for market actors, and judicial sensitivity to algorithmic harms. Legal
education, public awareness campaigns, and civic participation are essential for
cultivating a socially responsive ecosystem where consumer rights are
enforceable and respected as integral to the social contract.

The ethical and social implications of consumer protection extend far
beyond legal enforcement. They shape how societies define justice in
commerce, trust in technology, and the moral duties of market actors. In the
context of algorithmic capitalism, these implications become even more
urgent, as opaque digital infrastructures increasingly mediate social and
economic life. Future legal development must therefore be anchored in the
ethics of care, inclusion, and digital fairness, ensuring that consumer protection
evolves into a pillar of democratic governance, sustainable development, and
human dignity in the digital age.

To clarify the direction of the paradigm shift in consumer protection
law, the following section presents a comparative table that summarizes the
fundamental differences between the traditional approach and the new
paradigm in terms of theory, practice, methodology, and their social and ethical
implications:

Table of Paradigm Shifts in Consumer Protection Law: From Conventional
Approaches to Algorithmic Justice

Traditional /
Aspect Conventional

Paradigm

Remedial and
Consumer reactive
Protection orientation,
Theory premised on

rational,

autonomous, and
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Emerging / ..

sing Implications /
Contemporary

. Consequences
Paradigm
Preventive and justice- .

) . Requires a
centered orientation;
. . fundamental
incorporates .
) P ) rethinking of contract
informational
. theory, autonomy,

asymmetties,

. o and consent in
behavioral insights,
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equally positioned

consumetrs

Viewed as passive,

rational, and
Nature of the ’

individually
Consumer )
responsible for
market choices
Dominated by
Legal legal positivism,

Methodologies primarily textual
and Approaches and doctrinal

interpretation.

Positioned
Impact on Legal osttioned as a

Theory peripheral branch

of private law

Enforcement

based on
Impact on complaints;
Practice reactive,

fragmented, and

and technological
risks.

Recognized as
vulnerable to
algorithmic profiling,
digital manipulation,
and systemic opacity

Embraces legal
hermeneutics and
interdisciplinarity
(behavioral law,
comparative law, law
& technology, socio-
legal studies)

Repositioned as a
convergence of private
law, public law, human
rights, and social
justice

Proactive oversight
through algorithm
audits, ethical-by-
design standards, and
compliance-by-default

procedurally driven mechanisms
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mediated interactions

Calls for a
vulnerability-based,
equity- and dignity-
centered approach
that prioritizes
substantive equality
over formal

autonomy

Expands the
epistemology of
consumer law to
integrate empirical
data, interdisciplinary
inquity, and critical
theory

Frames consumer
protection as part of
constitutional and
social justice
discourse

Necessitates
institutional
innovation, cross-
border regulatory
cooperation, and
hybrid governance
involving state and

private actors
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Traditional / Emerging /

Implicati
Aspect Conventional Contemporary mplications /

Paradigm Paradigm Consequences

) Demands
Ethics treated as

Ethics are embedded internalization of
external to legal

Ethical and ) within corporate normative ethics into
) reasoning; reduced e .
Social 0 Drivat i responsibility, digital ~ business models, legal
.. o private morality _ ) .
Implications P g architecture, and education, and digital
ot corporate
. regulatory culture. governance
voluntarism
frameworks

The transformation of consumer protection law in the digital age
marks a profound shift in the foundational assumptions, objectives, and
mechanisms of legal systems worldwide. Traditionally grounded in liberal legal
thought, consumer protection was long treated as a remedial extension of
contract law, activated only after unfair conduct. This conventional
framework—rooted in notions of autonomy, rational choice, and unrestrained
market operations—has proven increasingly inadequate in addressing the
systemic challenges of algorithmic profiling, data exploitation, and platform
monopolies that define the digital economy.

The evolving framework shifts consumer law from a narrow focus on
transactional fairness toward a forward-looking, inclusive, and justice-
centered paradigm. It acknowledges the structural imbalances of power,
information, and decision-making capacity between consumers and
providers, particularly in algorithm-driven environments where profiling,
personalization, and behavioral influence are standard practices. This shift
requires legal safeguards to function not merely as reactive remedies but as
proactive design elements embedded within digital platforms—for example,
transparency-by-design, algorithmic audits, and user-centered consent
architectures—ensuring that fairness is operationalized at the point of
interaction rather than after harm occurs.

Understanding these changes requires an integrative perspective
combining legal theory, empirical evidence, ethical analysis, and digital literacy,
which is the capacity to engage with algorithmic and data infrastructures.
Consumer protection law can no longer be treated as an isolated legal domain;
it now intersects with data privacy, artificial intelligence regulation,
environmental standards, and fundamental human rights. As a result,
consumer law evolves from a set of prescriptive norms into a multidimensional
instrument of social governance, mediating the relationship between economic
forces and societal demands for justice, respect, and responsibility, and
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safeguarding individual dignity against the structural risks of algorithmic
capitalism.

The theoretical consequences for contract law are profound.
Traditionally grounded in ideals of autonomy and mutual agreement, contract
law must now adapt to digital environments dominated by rigid standard
terms, algorithmic opacity, and asymmetrical access to information. Core
concepts such as consent, disclosure, and choice require reexamination and
redefinition, shifting the focus from the formal articulation of agreement to
the substantive comprehension, voluntariness, and fairness of consumer
commitments. Without such reconceptualization, legal doctrines risk
legitimizing exploitative practices driven by dark patterns, consent fatigue, and
manipulative interface design that undermine the very autonomy contract law
seeks to protect.

This transition demands innovative regulatory approaches and structural
reforms within institutions. Legal frameworks must move beyond reactive,
complaint-driven models toward proactive oversight, incorporating
mechanisms such as algorithm audits, transparency obligations, and user-
centered design standards. This also calls for hybrid governance models—
combining state regulation, co-regulation, and self-regulatory mechanisms—
to effectively address cross-border digital commerce. From an ethical
perspective, the shift requires embedding accountability and stewardship into
business practices, not merely through punitive sanctions but through value-
driven legal alignhment, continuous monitoring, and the cultivation of shared
ethical commitments across industries. Without such transformation,
consumer law risks remaining symbolic rather than practical in the digital
economy.

Conclusion

This study demonstrates the inadequacy of framing consumer
protection solely through a static, positivist legal lens in the digital economy.
The expansion of algorithmically mediated markets has revealed structural
vulnerabilities, including power asymmetries, informational imbalances, and
manipulative design practices that challenge traditional notions of rational
choice and contractual autonomy. The findings highlight three key
implications. First, at the theoretical level, consumer law must revisit
foundational doctrines in contract law, redefine economic rights, and reinforce
distributive justice within digital systems. Second, at the regulatory level,
innovation is required through algorithmic oversight, audits, and compliance-
by-design mechanisms. Third, at the normative level, consumer protection
must be reimagined as a pursuit of justice that integrates digital equity,
economic fairness, and human dignity in technologically mediated
environments.
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Building on these insights, the study proposes several strategic
directions: embedding algorithmic responsibility and digital equity into binding
legal standards; adopting interdisciplinary methodologies that combine law,
behavioral science, and empirical inquiry; strengthening anticipatory
governance through proactive oversight and legal literacy initiatives; and
elevating consumer rights to constitutional status to secure their enforceability
beyond political or market fluctuations. Fostering ethically grounded corporate
practices is essential to embedding fairness and transparency within digital
platforms.

In conclusion, this study contributes to the literature by reframing
consumer protection as a forward-looking, interdisciplinary, and justice-
centered field. Future research should expand empirical assessments of
consumer vulnerability, evaluate the effectiveness of proactive regulatory
mechanisms, and explore the constitutionalization of consumer rights in the
algorithmic age.
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